Department of Defense

DIRECTIVE

April 6, 1990
NUVBER 5210. 63

SUBJECT : Security of Nuclear Reactors and Special Nuclear Mterials

Ref er ences: (a) DoD Directive 5210.63, subject as above, April 24, 1978

(hereby cancel ed)

(b) DoD Directive 5210.41, “Security Policy for Protecting Nuclear
Weapons, " Septenber 23, 1988

(c) Title 10, Code of Federal Regulations, Part 73

(d) Departnent of Energy (DoE) Order 5632.2A “Physical Protection
of Special Nuclear Material and Vital Equipnent,” February 9, 1988

(e) through (g) , see enclosure 1

A, REISSUANCE AND PURPGSE

This Directive reissues reference (a) to. update policy, responsibilities,
procedures, and mni mum standards for safeguarding DoD nuclear reactors and
special nuclear materials (SNM).

B. APPLICABILITY AND SCOPE

This Directive:

1. Applies to the Ofice of the Secretary of Defense (0SD); the Mlitary
Departments; the Chairman, Joint Chiefs of Staff and Joint Staff; the Unified
and Specified Commands; the Defense Agencies having responsibility for the
protection of nuclear reactors and SNM and the DoD Field Activities (hereafter
referred to collectively as “DoD Conponents”).

2. Applies to all land-based nuclear reactors at fixed sites or in transit,
research and test reactors under the direct control of DoD Conponents, and space-
borne nuclear reactors |ocated on DoD installations.

3. Applies to all SNM regardless of form or whether incorporated in reactor
cores or in other itens under the direct control of DoD Conponents, except:

a. Self-protecting SNM that is, SNMthat are not readily separable
from other radioactive material and that have a total external radiation dose
rate in excess of 100 reins per hour at a distance of 3 feet fromany accessible
surface without intervening shielding. SNM in a single unit that weighs in
excess of 5,000 pounds nmay have reduced security neasures upon approval of the
cogni zant agency.

b. SNMin a quantity not exceeding 350 grans of uranium 235, plutonium
or comnbi nation possessed in any anal ytical, research, quality control, metallur
gical, or electronic |aboratory.



4.  Does not apply to nuclear weapons. Because of the unique requirenents
associ ated with nucl ear weapons, separate guidance regarding their security is
provided in DoD Directive 5210.41 (reference (b)).

5. Does not apply to nuclear reactors or SNM on board U. S. Navy ships.
(See paragraph E.4.c., bel ow.)

6. Does not apply to those nonactive or deconm ssioned DoD nucl ear reactor
facilities or nuclear propulsion systems on Navy ships when no fissile material
IS present.

7. Does not abrogate or abridge the:

a. Authority or responsibility of a commander to provide equival ent
or better standards than those applied to licensed facilities ar materials or
to apply nore stringent security standards required by other DuD Directives
during energencies, or at any tinme the threat to DoD nuclear reactors or SNM
i ndi cates additional protection nmeasures are necessary.

b. Responsibility of DoD Conponents operating nuclear reactors under
Nucl ear Regul atory Commission |icense or processing SNM to conply with the
requirements of 10 CFR 73 (reference (c)), and DoE Orders 5632.2A and 5632. 1A
(references (d) and (e)).

C. DEFINTIONS

Ternms used in this Directive are defined in enclosure 2.

D. POLICY

It is DoD policy to ensure that nuclear reactors and SNM receive special
protection because of their operational inportance and the serious consequences
of unauthorized possession or use of nuclear [aterials. The conservation of SNM;
the safety of the public, operating personnel, and property; and the protection
of SNM from sabotage, theft, loss, or diversion are of paramount inportance
during all phases of operations.

E. RESPONSI BI LI TI ES

1. The Under Secretary of Defense (Policy) (USD(P)), i n coordination with
the Assistant to the Secretary of Defense for Atomic Energy (ATSD(AE)), has the
authority and responsibility for DoD security policy for DoD nuclear reactors
and SNM.

2. The Assistant to the Secretary of Defense (Atom ¢ Energy) (ATSD(AE))
has the authority and responsibility for standards and gui dance on defense
nucl ear energy natters.

3.  The DoD Physical Security Review Board, as established by DoD Directive

5100.76 (reference (f)), shall advise and assist the Deputy Under Secretary of
Def ense (Security Policy) (DUSD(SP)) and ATSD(AE) on matters involving the
security of nuclear reactors and SNM.
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4,  The Heads of DoD Conponents shall:

a. Ef feet necessary progranmm ng, budgeting, and accounting actions
to ensure fulfillment of nuclear reactor and SNM security requirenents.

b. Develop site-specific security instructions, procedures, and plans,

applicable to nuclear reactors and SNM facilities in accordance with this
Directive.

c. Provide a security operational concept for each new type of plant

or new class of ship possessing a nuclear propulsion system for coordination
with the DUSD(SP) and ATSD(AE).

F.  PROCEDURES

1. Genera

a. Each DoD Conponent shall devel op procedures to ensure adequate
protection is afforded nuclear reactors and SNM and to conply with statutory
accountability requirenents. Procedures shall provide protection against theft,
sabotage, diversion, and other hostile acts that could inpact adversely on
national security and on the health and safety of operating and security personnel
and the public.

b. The level and strategy of protection shall be consistent with the
category of SNM involved, the standards described in enclosures 3 and 4,
radi ation levels, the applicable threat, operational requirenents, and potential
risks. Physical security procedures nust constitute a balanced, in-depth system
that is responsive to all credible potential vulnerabilities.

c. Nuclear reactors and conponents w thout SNM shall be protected
consistent with the highest level of classified information they contain.

d. Security-related equi prent shall be protected from unauthorized access
consistent with its inportance to the protection of nuclear reactors and SNM

e. Unclassified information pertaining to security plans, procedures,
and equi pnment for the physical protection of nuclear reactors and SNM shall be
saf eguarded as described in the DUSD(SP) Memorandum (reference (g)).

f. General access to nuclear reactors and SNM shall be restricted to
aut hori zed personnel with established need. Access shall be kept to a mninum

and appropriate entry control and identification procedures shall be established
to ensure need for access.

g. Any operator or security individual in a position that would allow
the individual, acting alone, the opportunity to divert or cancel the diversion
of Category | or Category Il quantities of SNM shall be subject to extensive
screening and continuing evaluation by supervisors and co-workers in accordance
with DoD Directive 5210.42 (reference (h)).



2. Physical Security and Vulnerability Assessnent

a. A physical security and vulnerability assessment shall be prepared
for existing facilities where Category | or Il SNMis used or stored, and
during the planning, design, and full-scale devel opnent phases of such proposed
facilities.

b. The Mlitary Services, through their intelligence and |aw enforcenent
services, shall develop and coordinate with appropriate commanders a postul ated
threat as the basis of the assessment. A design basis for the postulated threat
s contained in Section 73.1 of 10 CFR 73 (reference (c)).

c. The assessment shall ensure that all credible potential vulnerabilities
are addressed and that appropriate consideration has been given to changing
requi rements and new technol ogi es.

d. Additional guidance may be found in MIL-STD-1785 (reference (i)) and
MIL-HDBK-1013/1 (reference (j)), or other sources wth simlar depth and coverage.

e. The assessnent shall be reviewed at |east annually and updated as
required.

f. Factors to be considered in assessing security requirenents for nuclear
reactors include:

(1) Location of the reactor.

(2) Configuration in which the reactor is maintained.
(3) Category of SNM contained in the reactor.

(4) Nature and capabilities of potential threats.

(5) Availability and protection of other equally attractive targets
at other facilities.

(6) Reliability and qualification of security and operating personnel.

g. Factors to be considered in assessing security requirenents, for SNM
i ncl ude:

(1) Degree of enrichnment, activity level, and category of the SNM
(2) Quantity and configuration of the SNM

(3) Availability and protection of equally attractive material at
other facilities.

(4) Difficulties associated with renoval of the SNM fromthe site.
3. Physical Security Plan

a. Upon conpletion of the physical security and vulnerability assess-
ment, a site security plan shall be devel oped and inplenented that prescribes
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the mninum standards and procedures and that conplies with 10 CFR 73 (reference
(c)) and this Directive. The plan shall consider:

(1) M ninmum physical security criteria and standards for protecting
nucl ear reactors and SNM prescribed in enclosures 3 and 4.

_ (2) Emergency and contingency procedures as well as protection
strategies and neasures to prevent radiological sabotage and the theft or
di version of SNM.

(3) Requirenents for security equipnent unique to security or for
monitoring nuclear reactors and SNM described in DoD Directive 3224.3 (reference

(k).

b. Security plans shall be reviewed at |east annually in conjunction
with review of the vulnerability assessnment, current intelligence, and other
rel evant factors, and shall be updated as required or when facilities are
nodified. In addition, security programs shall be reviewed as necessary to
ensure adequate protection at all tinmes.

4,  Use of Force

a. In accordance with DoD Directive 5210 56 (reference (1)), Categories
| and Il quantities of SNM are designated as vital to the national security
whose |oss, damage, or conprom se woul d seriously prejudice national security or
jeopardize the fulfillment of an essential national defense mssion. Security force
personnel shall be arned and all possible actions shall be taken, including the
use of deadly force within the limtations of reference (l), to prevent the theft,
sabotage, or unauthorized control of SNM froma site or shipnent where Category
| and 11 quantities of SNM are known or reasonably believed to be present.

b. Al security force personnel shall Dbe trained on the use of deadly
force. Training shall include specific scenarios, tailored to individua

| ocations, that require security force nenbers to detail their responses to

representative situations involving the use of deadly force as outlined in
reference (1).

5. Reporting Incidents

Al incidents and threats related to radiol ogical sabotage, theft or
di version of SNM, or to damage to nuclear reactors shall be reported in accord-
ance wth DoD Instruction 0-7730.12 (reference (m). A copy of the report
shal | be provided to the DUSD(SP) and the ATSD(AE).

6. Inventory Discrepancies
Wien an assessnent of SNM status reveals an inventory discrepancy,
statutory reporting requirements oust be followed and the DUSD(SP) and ATSD(AE)
shal | be informed of such discrepancies.
7. Variances and Wivers
Wien it is neither practical nor cost-effective to nmeet a specific

physical security standard, variances or waivers may be reviewed and approved
as described in enclosure 5.



8. Public Rel ease of Information

Public release of information regarding incidents and threats related to
radi ol ogi cal sabotage and the theft or diversion of SNM shall be governed by

DoD Directive 5230.16 (reference (n)) and DoD Instruction 5210.67 (reference (0)).

G  EFFECTI VE DATE AND | MPLEMENTATI ON

This Directive is effective inmmediately. Forward two copies of the inple-
menting docunments to the Deputy Under Secretary of Defense (Security Policy)
within 120 days; forward one copy of changes to inplenenting docunents wthin

60 days of publication.
owmoees p —— _

Donal d J. Atwood
Deputy Secretary of Defense

Encl osures - 5
1. References
2. Definitions
3. Special Nuclear Material (SNM) Protection Standards
4.  Physical Security Standards for DoD Nucl ear Reactors and Category
| and Il Quantities of Special Nuclear Mterial
5. Variances, \Wivers, and Exceptions
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REFERENCES, continued
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JCS Pub. 1-02, “DoD Dictionary of MIlitary and Associated Terms,” June 1, 1987

1-1



Apr 6, 90
5210. 63 (Encl 2)

DEFI NI TI ONS

1.  Access. Close physical proximty to nuclear reactors and/or SNMin such a
manner as to allow the opportunity to tanper with, steal, or damage such itens.
Nornmal |y, a person is considered not to have access if an escort or guard is
provi ded when the person is in close proximty to the reactor or SNM (DoD
C-5210.41-M (reference (p))).

2. (Cear Zone. (Alsoreferred to as an isolation zone.) An area adjacent to a
physical barrier, clear of all objects that could conceal or shield an individua
(10 CFR 73 (reference (c))).

3, Delay. The effect achieved by physical features, technical devices, or security
measures and forces that inpedes an adversary from gaining access to a nuclear
weapon. Normal |y expressed as a function of time, it is a nmgjor consideration

in the design and devel opment of nucl ear weapon security systens (DoD Directive
5210.41 (reference (b))).

4, Duress System A systemthat can covertly communicate a situation of duress
to a security control center or to other personnel Who can notify a security
control center (DoE Order 5632.1A (reference (e))).

5. Exclusion Area. A designated area immediately surroundi ng the nucl ear
reactor and/or the SNM. Nornally, the boundaries of an Exclusion Area are the
walls, floor, and ceiling of a structure or are delineated by a pernmanent or
tenporary barrier. In the absence of positive preventive neasures, unescorted
entry to the Exclusion Area constitutes access to the nuclear reactor and/or
the SNMvault or storage container (DeD Directive 5210.41 (reference(b))).

6. Limted Area. A designated area immediately surrounding one or nmore Exclusion
Areas. Normally, the area is between the boundaries of the Exclusion Area and

the outer or inner barrier or boundary of the perineter security system

(reference (h)).

7. Mterial Access Area. An area containing Category | quantities of SNM
specifically defined by physical barriers, |ocated wthin a protected area, and
subject to specific access controls (reference (e)).

8. Muterial Surveillance Procedures. Procedures to ensure the observation of an
area containing SNM by at least two cleared and know edgeabl e authorized persons
who may be doing other work but who can give an alarmin time to prevent un-
authorized renoval or diversion of the SNM or an act of sabotage involving

SNM (reference (e)).

9. Nuclear Reactor. A facility in which fissile material is used in a self-
supporting chain reaction (nuclear fission) to produce heat and/or radiation
for both practical application and research devel opment (JCS Pub. 1-02
(reference (q))).

10. Postulated Threat. An estimate of potential adversary types, acts, capa-
bilities, and conbinations thereof that could constitute a risk to a facility or
asset. A postulated threat is necessary when a specific threat cannot be
determned or when an existing threat Day change or grow during the projected
life cycle of an asset or system faster than security inprovements can be
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devel oped and inplenmented. The postulated threat allows for the consideration
of future growth in adversary capabilities and is used as the basis for the
desi gn of security systens, equipnent, and facilities (DoD Directive

5210.41 (reference (b))).

11. Protectead Area. An area enconpassed by physical barriers and to which access
is controlled (10 CFR 73, reference (c)).

12.  Radiol ogi cal Sabotage. Any deliberate act directed against a nuclear reactor,
SNM facility, or transport that could directly or indirectly endanger public
health and safety by exposure to radiation (reference (c)).

13.  Safe. A burglar-resistant cabinet or chest having a body of steel at |east
| /2-inch thick and a built-in, three position, changeable conbination |ock in

a steel door at least |-inch thick, exclusive of bolt work and | ocking devices
(DoE Order 5632.1A (reference (e))).

14,  Security Container. A security cabinet that bears a test certification
| abel on the inside of the |ocking drawer or door and is marked “General Services

Adm ni stration-Approved Security Container” on the outside of the top drawer or
door (reference (e)).

15.  Special Nuclear Muterials (SNM). Plutonium “uranium 233, uranium enriched
in the isotope-233 or in the isotope-235 and any other material that is
determ ned to be special nuclear material, except source material, or any
material artificially enriched by any of the foregoing (reference (c)).

16. Special Nuclear Material Vault. A penetration-resistant, w ndow ess enclosure
that has: (a) walls, floor, and ceiling substantially constructed of materials
that afford forced penetration resistance at |east equivalent to that of 8-inch
thick reinforced concrete; (b) any openings greater than 96 square inches in
area and over 6 inches in the smallest dinension protected by inbedded steel
bars at least 5/8 inches in diameter on 6-inch centers both horizontally and
vertically; (c) a built-in combination lock in a steel door that in existing
structures is at least |-inch thick exclusive of bolt work and | ocking devices
and that for new structures neets the Cass 5 standards set forth in Federal
Specification AA-D-6008 of the Federal Specifications and Standards cited in
Title 41 CFR Part 101. (See reference (e) .)

17. Vault. A burglar-resistant, w ndowl ess enclosure that nmeets the definition
of an SNM vault. Additionally, vaults shall include an intrusion alarm activated
by an opening of the door (reference (e)).

18. Vault-Type Room A room having a conbination-lock on its door or doors
protected by an intrusion detection system activated by penetration of walls,
floors, ceilings, openings, or nmotion within the’ room (reference (e)).

19. Vital Area. A security area located within a Protected Area for the protection
of vital equipnent (reference (e)).
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20. Vital Equipment. Equi pment, systens, or conponents whose failure or
destruction would cause unacceptable interruption to a national security

program or an unacceptable inpact to the health and safety of the public (DoE
O der 5632. 1A (reference (e))).

21. \aste. SNM that are no |onger useful, economcal, or feasible to recover,
i ncluding that which has becone radioactive to the extent that material itself
exhibits radioactivity of such a level that it nust be handled and di sposed of
by special methods to protect the general public (reference (e)).

2-3
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SPECI AL NUCLEAR MATERI AL (sNM) PROTECTI ON STANDARDS

A GENERAL

1. The level of protection afforded nuclear reactors and SNM shal|l be con-
sistent with the category of SNMinvolved, including radiation levels, regardless
of form or whether incorporated in other items, reactor cores or facilities
under the direct control of DoD Conponents. Figure 3-1 identifies the categories
of SNM

2. Additional protective neasures may be required than those indicated in
this enclosure in those cases where SNM quantities from | esser protected nultiple
| ocations within a facility or Protected Area have the potential for being rolled
up by an adversary into a higher category of SNM

B. MN MM PROTECTI ON STANDARDS AT FI XED SI TES

1. Category | quantities of SNM

a. Category | quantities of SNM shall be used, processed, or stored only
within a Material Access Area enclosed within a Protected Area.

b. Category | quantities of SNM shall be stored in vaults or vault-type
roons equi pped with intrusion detection systenms (1DS).

c. Category | quantities of SNMin use or process shall be under
material surveillance procedures or in process under alarm protection.

d.  Category | quantities of SNM shall be protected by a security force
capable of responding to a security alarm and neutralizing adversaries in |ess
time than adversaries require to conplete their objective. Response tines
shall be specified in the site security plan.

e. Category | quantities of SNM shall be controlled at all tinmes to
prevent theft or diversion by a single authorized individual. Control may be
achieved by material surveillance procedures.

f.  Access controls, intrusion detection systens, communications equi prment,
and testing and maintenance programs shall meet the applicable requirenents of
encl osure 4.

2. Category Il quantities of SNM

a. Category Il quantities of SNM shall be used, processed, or stored
within a Protected Area.

b. Category Il quantities of SNM shall be stored in vaults, vault-type
rooms, or security containers protected by IDS

c. Category Il quantities of SNMin use or process shall be under material
surveillance procedures or in process under alarm protection.
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d. Category Il quantities of SNM shall be protected by a security force
capabl e of responding to an alarm Response times shall be specified in the
site security plan.

e. Access controls, intrusion detection systens, conmmunications equipnent,
and testing and mai ntenance prograns shall meet the applicable requirenments of
encl osure 4.

3. Category IIl quantities of SNM

a. Category Ill quantities of SNM shall be used, processed, and stored
in a Protected Area or other security area that meets the follow ng requirenents:

(1) Cearly defined perineter barriers.

(2) Personnel and vehicle access control at the entrance, adm nistered
by a security guard, receptionist, or other person assigned for that purpose.

(3) A personnel identification system

(4) Establishnent and maintenance of a visitor's |og.

(5) Signs prohibiting trespassing posted around the perineter at all
entrances to the use or storage area, prohibiting the introduction of prohibit-

ed articles, and authorizing inspections and/or searches of vehicles, packages, or
persons entering or exiting posted at all entrances to the use or storage areas.

b. Search procedures shall be established and docunented in the site
security plan.

c. Wien unattended, Category IIl quantities of SNM shall be stored in
either a |ocked security container protected by IDS or within a | ocked room
protected by IDS (or in a |ocked roomwthout IDS patrolled by security forces
at intervals not to exceed 2 hours). As an alternative, the security container

containing Category IIl SNM nay be stored in a vault or vault-type room con-
taining Category | or || SNM.

d. Access to the material shall be [imted to properly cleared personnel
in positions that have been specifically designated as requiring access to
Category IIl quantities of SNM in the course of assigned duties and to-authorized
visitors who are under continuous escort of personnel in such designated positions.

e. A security response force shall respond to verified intrusion alarns
as specified in the site security plan.

4. Category IV quantities of SNM

Category |V quantities of SNM shall Dbe used, processed, or stored in
accordance with DoD Conponent gui dance.

3-2



Apr 6, 90
5210. 63 (Encl 3)

C. TRANSPORTATION OF SNM

1. Donestic shipments of SNM shall be in accordance with DoE and DoD agree-
Ooent and consistent with Federal regulations and DoE O der 5632.2A (reference
(d)). SNM transport, security, control, and accountability procedures shall
be specified in the site security plan.

2. Nuclear reactor cores shall be transported and secured in accordance wth
DoE and DoD agreenents and shall be specified in the site security plan.

3. Mvenent of SNMwithin a Protected Area shall be protected as described in
the site security plan.

4. Myvenment of SNM between Protected or Staging areas at the sane site.
a. Category | quantities of SNM

(1) Movenent shall be under direct escort and surveillance of at
| east two armed security force personnel.

(2) Security force personnel shall inspect the route before trans-
port to identify and elimnate any condition or situation that could result in
delay or risk to the novenent.

(3) Prior to novenment , security force personnel shall conduct a
detailed inspection and search of the transport vehicle to ensure the safety
and security of the novenent.

(4) Security procedures for the nmovenment of SNM w thin staging areas
shall be specified in the site security plan.

b. Category Il quantities of SNM novenent shall Dbe under materi al
surveillance procedures and protected as specified in the site security plan.

c. Category IlIl and IV quantities of SNM
(1) Movenent shall be acconplished as described in the site security
plan and shall include protective measures consistent with the category of SNM
| nvol ved.

D.  PROTECTION OF VITAL EQUI PMENT

1. Al vital equipnment shall be contained in designated Vital Areas |ocated
within the Exclusion Area. Security procedures for the protection of Vital
Areas shall be specified in the site security plan.

2. Access control, intrusion detection systems, communication equipnent,

and testing and naintenance prograns shall Deet the applicable requirements of
encl osure 4.
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E. SECURI TY CLASSI FI CATI ON OF SNM

Security classification policy guidance for DoD nuclear reactors and SNM
are contained in DoD Instruction 5210.67 (reference (0)). In addition, infor-

mati on concerning DoD nuclear reactors and SNM may be controlled as unclassified

controll ed nuclear information as described in the DUSD(SP) Menorandum
(reference (g)).

Attachments - 2

1. Figure 3-1, Special Nuclear Mterial Protection Categories
2. Figure 3-2, Reportable Quantities of Special Nuclear Materi al
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PU/U-233 CONTAINED U-235 (>20%)
PROTECTION CATEGORY PROTECTION CATEGORY

Il i 1| il v

FORM OF SNM

WEAPONS

Assembled Weapons and Test All All
Devices Quantities Quantities

PURE PRODUCTS
Pits, Buttons, Major

Components, Ingots,
Recastable Metal, Directly
Convertible Materials

HIGH-GRADE MATERIAL
Carbides, Cxides Solutions
(>25 grams/liter)Nitrates, etc.,
Fuel, Elements and Assemblies,
Alloys and Mixtures, UF4 or
UFe(>50% E)

LOW-GRADE MATERIAL
Solutions (I-25 gramsl/liter),
Recyclable Process Residues,

Moderately Irradiated
Material, Py238 (Except Waste),
UF40or UFg (=20%, <50% E)

ALL OTHER MATERIALS
NOTES:

Highly Irradiated Forms, e
Solutions (<1 gram/liter), 1. Quantities in kilograms

Uranium Containing Less Than 2. Reportable quantities for
20% U-235 (Any Form) Category IV are shown at
Figure 3-2.

Figure 3-1. Protection Categories of Special Nuclear Materials
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Attach 2
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PHYSI CAL SECURI TY STANDARDS FOR DoD NUCLEAR REACTORS AND
CATEGORY | AND |1 QUANTI TIES OF SPECI AL NUCLEAR MATERI AL

A. | NTRODUCTI ON

The standards outlined in this enclosure are provided to assist DoD Components
in the devel opnent, design, and inplementation of protective neasures for nuclear
reactors and SNM. The protective neasures used for each location nust be based
on site-specific considerations and should address all of the areas in this
encl osure.

B. SECURITY SYSTEM CONCEPT

1. The goal of a security systemfor nuclear reactors and SNMis to apply
efforts and resources in such a reamer as to preclude radiological sabotage and
the theft or diversion of SNM To achieve this goal, a security system shall
provide the capability to deter, detect, assess, delay, respond to, and neutralize
the intended actions of the adversary.

2. The conponents of a security system each have a function and a related
security objective. Together, the visible conponents should attenpt to deter
a potential adversary. Detection, acconplished through human or electronic
measures, identifies possible threats and penetration attenpts against the
security systemin sufficient time to allow the remaining portions of the
security systemto defeat the adversary. Assessnent, through the use of
closed-circuit television (CCTV) subsystens, patrols, and fixed personnel,
assists in determning the size and intention of an intrusion. Delay, con-
sisting of active and/or passive security measures using various barriers,
provides sufficient time for the appropriate response to be nade by the security
force.

3.  Response, consisting of security and |aw enforcenment personnel, isS
provided to the target in such a manner as to prevent the adversary from accom
plishing its goal. Response is acconplished by the use of specifically desig-
nated, trained, and properly equipped security forces. Neutralization, consisting
of apprehending, forcing retreat, or elimnating the adversary, is the fina
obj ecti ve.

C. THREAT CONSI DERATI ONS

1. The devel opnent of a security systemis guided by a response to actua
val idated threats or to postulated threats that may arise. The threat is based
on data derived fromintelligence and investigative sources and may include overt
activities or groups, either internal or external , using sophisticated equipnent,
arms, and nethods. The intent of the threat may range from a person or group of
persons denonstrating to make a political statement to persons desiring to obtain
sone SNMto fabricate a nuclear weapon or threaten the public wth the potentia
of radiological contam nation. The Defense Intelligence Agency (DIA) provides
intelligence products that cover the range of threats nentioned above. In
addition, the DIAis available to review plans for devel opnment of security systens
for DoD nuclear reactors and SNM
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2. The Oininmm standards contained in this enclosure define what shall be
required in designing a security systemto protect nuclear reactors and SNM
based on postulated threats. It is the responsibility of commanders at nucl ear
reactor and SNM facilities to define the local threat and to respond with
commensurate measures.

D.  PHYSI CAL SECURI TY STANDARDS

Physi cal security oeasures for the protection of DoD nuclear reactors and
SNM shal|l be acconplished in accordance with the follow ng standards:

1. Phvsical Barriers

a. Physical barriers consisting of fences, walls, and doors shall be
designed to inpede and aid in the detection of attenpted entry and to provide
sufficient delay to intrusion, thereby providing security response forces adequate
time to apprehend and neutralize intruders.

b. Physical barriers shall be designed to ensure a neans of |imting
i ngress and egress of personnel and vehicles to a central point, thereby facilitating
i dentification and control procedures.

c. Physical barriers shall be used to define the perineter of the Protected
Area and Material Access or Exclusion Areas within the Protected Area. Both
Excl usion Areas and Material Access Areas shall be located within the Protected
Area so that access to vital equipnment and SNM stored within these areas
requi res passage through at |east two physical barriers.

d. An illumnated clear zone shall be maintained adjacent to the
physical barrier at the perineter of the Protected Area and shall be Iarge
enough to permt unobstructed observation on either side of the barrier to
detect activities and any penetrati on.

e. A warning system consisting of warning signs and a | oudspeaker
capability to warn intruders of the consequences of unauthorized entry, shall be
established as an integral part of the physical barrier system

f.  Quidance on construction techniques and naterials for an effective
physical barrier systemis contained in MIL-HDBK-1013/1 (reference (j)).

2. Access Controls

a. Mterial Access and Exclusion Areas shall be designed to positively
identify and control all authorized individuals granted unescorted or escorted
access to the nuclear reactor and SNM Al personnel w thout access authorization
and their vehicles, packages, and naterial to be taken in or out ofthe Protected
Area shall be identified, controlled, and searched. Al personnel authorized
access and their hand-carried packages shall be searched on at |east a random
basis. The access control system shall be designed to ensure pronpt ingress and
egress during emergency conditions and ensure access to vital equipnent. Access
control procedures shall be specified in the site security plan.

b. Verification of identity shall be conducted by security personnel
at area entrances using a nunbered picture badge identification systemfor all
personel authorized access to the Protected Area without escort. Personnel
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not authorized entry to the Protected Area w thout escort shall be escorted and
shal | be badged to indicate that an escort is required. Additional |evels of
identification using other human, mechanical , or electronic neans shall be used
when dictated by an increased threat.

c. The access control system shall be designed to prevent unauthorized
entry of prohibited items, such as firearns, explosives, or incendiary devices,
into areas containing SNM or a nuclear reactor. The system should al so prevent
the exit of SNMfrom areas containing Category |l or greater quantities of SNM.

d.  Vehicle access to protected areas shall be restricted and controll ed.
Al'l vehicles, except under energency conditions, shall be searched for prohibited
items before entry to the Protected Area. Enmergency vehicles shall be kept
under positive control by security forces while in the Protected Area and shal
be searched before departing the area upon termnation of the enmergency.

e. Al keys, |ocks, conbinations, and rel ated equi pment used to provide
access to Protected, Material Access, Vital, and other restricted access areas
shal | be controlled to reduce probability of conprom se.

f. The Material Access, Exclusion, and Vital Areas shall be contained
within the Protected Areas and their access controls shall be specified in the
site security plan.

3. Intrusion Detection Systens (IDSs)

a.  An intrusion detection system (I1DS) shall be provided to detect and
assess unaut hori zed personnel, activities, or conditions and to comunicate wth
a central alarmnonitoring activity so that an appropriate response can be
initiated. The IDS shall provide the capability of early detection and near
real -time assessnent of any penetration into a nuclear reactor or SNM facility.

(1) Roons, buildings, or portions of a building within a Mterial
Access Area or controlled and alarmed process containing unattended Category |
quantities of in-process SNM shall be equipped wth an IDS

(2) Doors to vaults and vault-type roons used to store Category |
or Il quantities of SNM shall be protected with an IDS

(3) Vault-type roons used to store Category | or Il quantities of
SNM shal | be equi pped wth an interior IDS sufficient to detect unauthorized

| ntrusion.

(4) Al unmanned exits fromthe Protected Area, Material Access
Area, Exclusion Area, or Vital Area shall be equipped with an IDS.

b. Al IDS alarns shall annunciate in a continuously nmanned central
alarmmonitoring facility located within the Protected Area and in at |east
one ot her independent continuously nmanned on-site station (not necessarily within
the Protected Area) so that a single act could not interfere wth the capability
of calling for assistance or responding to the alarm The central slam nonitoring
facility shall be located within-a building so that its interior is not visible
fromthe perimeter of the Protected Area. Entry to the nonitoring facility shall
be controlled.
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c. Al IDS alarm devices and al arm conmuni cati on equi pnent shall be
t anper -indi cati ng and sel f-checking. Al IDSS shall have an auxiliary power
supply in the event of a loss of primary power. Changeover to auxiliary power
shall be automatic and not result in an alarmcondition or cause false al arns.

d. Al IDS equi pment and conponents shall have a regularly applied
test, maintenance, and quality assurance programto ensure an effective operable
system  This program shall be specified in the site security plan.

4, Communi cations Equi pnent

a. Nuclear reactor and SNM facilities shall have communications equi pnent
that provides dedicated, rapid, and reliable information exchange among security
personnel at the site, the central alarmnonitoring facility, security response
forces, and with local |aw enforcenent agencies.

b. There shall be at least two systens of communications between fixed
security force locations, such as entry control facilities, and the central alarm
monitoring facility. One of these systens shall be radio, and each system shal
have an auxiliary power source.

c. Security personnel, both nobile and fixed, shall have access to a
duress alarmor duress code system as appropriate.

d.  Communi cations equi pment shall be tested daily and maintained on a
regul ar schedule. Test schedule and procedures shall be specified in the site
security plan.

5. Lighting

Adequate lighting shall be provided in clear zones and around ot her con-
trolled access areas to discourage unauthorized entry, facilitate the detection
of intruders, and assist in the identification of authorized personnel at entry
control points during hours of darkness of reduced visibility. Al security
| ighting shall have an auxiliary power source.

6. Security Force

a. A security force shall be established to perform the physical
security requirements outlined in this enclosure and enclosure 3, in the site
security plan, and in applicable regulations.

b. Menbers of the security force shall be trained, equipped, and qualified
to performeach assigned security duty and to meet energency situations. Suffi-
cient security force nenbers shall be readily available to react and respond to
security alarnms and incidents. (See DoD €-5210.41-M (reference (p)) regarding
force on force training exercises associated with security of Category | SNM.)

c. Each facility shall have continuously on-site at |east one full-time
menber of the security force with the authority and capability to direct physical
protection activities and security response forces under emergency situations.

d.  Security force managenent shall provide for the devel opnent, inple-
mentation, and enforcenent of security procedures. These procedures shall be
continuously assessed and revisions nade when required by changed conditions.
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VARI ANCES , WAI'VERS, AND EXCEPTI ONS

A CGENERAL

Devi ations from established security requirements shall be categorized as

either a variance, waiver, or exception, and may be

facilities, plans, procedures, €quipnent, and nonit
in this Directive or in any supplenmental issuance.

1. A variance is the approved continuation of

applicable to physical security
oring standards established

a nonstandard condition that

technically varies from established requirements but essentially affords the

same |evel of security.

2. A waiver is the approved tenporary continuation of a nonstandard condition

that deviates from an established security standard

vul nerability to the security system and, therefore,

plus creates a security
requires conpensatory

nmeasures. A waiver shall nornally be approved for a period not to exceed 12

months and shall be extended only by the authority

who granted the waiver and

only after a review of the circumstances necessitating the extension.

3. An exception is the approved continuation o
that varies from an established security standard p
nerability to the security system and, therefore,
Exceptions shall be granted only when correction of
s adjudged to be not feasible or cost-effective.
only after a careful and critical evaluation. Al
by the granting authority at |east every 2 years or

f a nonstandard condition

| us creates a security vul-

equires conpensatory measures.
the nonstandard condition

Exceptions shall be granted

exceptions shall be reviewed
when a major change in

site configuration or mssion offers the opportunity for corrective action to

termnate the nonstandard condition. Exceptions Sha
is found, by the approving authority, that the exce
required and is justified.

B. REVI EW OF REQUESTS

Wai vers and exceptions shall be evaluated and a
the Unified of Specified Cormand concerned (the res
Components for those sites not otherw se assigned t

|| be canceled unless it
ption continues to be

pproved by the Commander of
pective heads of DoD
0 a Unified or Specified

Command). This approving authority may be delegated in witing to a mlitary

officer of at least O7 grade on the staff. \Wen ¢
request for a particular facility or site, the appr

onsidering a deviation
oving authority shall review

all other waivers and exceptions currently in effect for that facility or site.
This reviewis to ensure that, collectively, the deviations will not establish

an overall vulnerability greater than the designate
Each waiver or exception shall be evaluated and app
Bl anket waivers or exceptions are not authorized.
al | neasurabl e standards, such as clear zone distan
permtted; therefore, such deviation does not requi
approval of a waiver or exception request.

C. COWPENSATORY MEASURES

1. A conpensatory neasure shall be instituted

d conpensatory measures.

roved on a case-by-case basis.
A 10 percent deviation from
ces, fence height, etc., is
re the subm ssion and/or

for each waiver or exception in

effect. If appropriate, one conpensatory measure may suffice for nore than one

Wai ver or exception. A conpensatory neasure shal
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two or nore variances, taken together, are determned to constitute a vul ner-
ability in the security system For exanple, a fence that is a few inches
bel ow the required height does not by itself constitute a vulnerability;
therefore, no conpensatory neasures are necessary. However , if there are
addi tional variances at the facility or site; e.g., clear zones and perineter
| ighting, which taken together are determned to create a vulnerability, then
conpensatory neasures are required.

2. The approving authority shall review each waiver or exception to ensure
t hat adequate conpensatory neasures have been established. Adequate conpensa-
tory measures may include additional security forces, procedures, and/or
physi cal security devices such as additional |ocks, alarm |ighting, anti-
intrusion devices, barricades, etc., which provide a |evel of security com
parable to the required security standard. The criteria for accepting conpen-
satory neasures shall involve an assessnent of the threat or vulnerability that
has resulted fromthe condition that necessitates a waiver or exception. The
conpensatory neasure shall be designed to specifically enhance the security
posture in light of the deficient situation. Conpensatory measures that
consist primarily of instructions to the security force to increase their
al ertness do not provide a conparable |evel of security.
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